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NMOJNIOXEHUE .
O NOPAAKE XPAHEHUA U 3ALLNTBI NEPCOHAIbHbIX AAHHBLIX MONbL30BATEJIEN
B OBWECTBE C OTPAHUYEHHOU OTBETCTBEHHOCTbIO «COIO3BAJTTKOMIMNEKT»

1. TepMuHbI M onpeaeneHus

CanT — COBOKYNHOCTb NMPOrpaMMHbIX M annapaTHbiX cpeacts ans OBM, obecneunBarowmx nybnvkaumo ans
Bceobuwero o6o3peHns uHdboOpMauMM M AaHHbIX, OO0beAMHEHHbLIX OOWWMM LeneBbiM Ha3HAYEHUEM,
nocpeacTBOM TEXHUYECKUX CPEACTB, MPUMEHSIEMbIX s ¢Ba3u mexay OBM B cetn UHTepHeT. MNog Cantom
B CornaweHun noHnmaetcs CainT, pacnofnoXeHHbI B ceTu VIHTepHET no agpecy: https://www.pgsouz.ru.
Monb3oBaTenb — Nonb3oBaTesflb CETU VIHTEPHET U, B YacTHOcTK, CaliTa, MMeoLniA CBOK JIYHYHO CTpaHULy
(npodpunb/akkayHT).

®denepanbHbii 3aKkoH (P3) — GenepanbHbIn 3akoH oT 27 nona 2006 roga Ne152 ®3 «O nepcoHanbHbIX
OaHHbIX».

MepcoHanbHbIe AaHHbIe — Nobas MHPOPMaLUS, OTHOCALLAACA NPAMO UMM KOCBEHHO K onpeaerieHHOMY
unu onpeaensemMomy uanyeckomy nuuy (CybbekTy nepcoHarnbHbIX aHHbIX).

OnepaTtop — opraHusauus, CaMOCTOATENbHO UMM COBMECTHO C APYrMU Nuuamu opraHusylowias obpaboTky
nepcoHanbHbIX AaHHbIX, a Takke onpegenswowas Lenu obpaboTkn nepcoHanbHbIX AaHHbIX, Mognexatimx
obpaboTke, gencteusa (onepauuun), COBepLUaeMble C NepcoHanbHbIMKM AaHHbIMU. OnepaTtopoM SABMsiETCS
O6wwecTBO € orpaHuM4eHHon oTBeTCTBEHHOCTLIO «CotosbantKomnnekt (MHH 7816151039, KIM 783450001,
OrPH 1027807972390), pacnonoxeHHoe no agpecy: 196644, Poccus, ropog CaHkTt-leTtepbypr, nocenok
CanepHbin, TeppuTopus npeanpusatusa «bantukay, gom 6/H, nut. HOA.

O6paboTka nepcoHanbHbIX AaHHbIX — noboe gencTBue (onepaums) UMM COBOKYMHOCTb AENCTBUM
(onepauun), coBepLuaeMbiX C UCMOMb30BaHWEM CPEACTB aBToMaTM3auum unu 6e3 MCnonb3oBaHUS TakMx
CpeacTB C MepcoHarnbHbIMWM AaHHBIMU, BKIOYasa cOop, 3anvcb, CUCTEMATU3auunio, HaKoMNfeHne, XpaHeHue,
yTOYHEHNEe (OOHOBMEHWE, W3MEHEHWE), W3BIEYEeHWe, WCMOoNb3oBaHMe, nepegady (pacnpocTpaHeHue,
npegocTaBnenne, Aoctyn), obesnuumBaHve, OMNOKMpoOBaHWe, YyOaneHune, YHUYTOXEHWE MepcoHarnbHbIX
OaHHBbIX.

ABTOMaTM3npoBaHHasi oO6paboTka nepcoHasribHbIX AaHHbIX — 00paboTka nepcoHanbHbIX AaHHbIX C
MOMOLLIbIO CPEACTB BbIYUCIUTENBHON TEXHUKN.

PacnpocTpaHeHue nepcoHanbHbIX AaHHbIX — OENCTBUE, HanpaBfieHHOE Ha pacKpbITUE MepCOHarnbHbIX
OaHHbIX ONpeaeneHHOMY Kpyry nuu no npeaBapuTeribHOMY COrfacuio, B criyyasix, NpeayCMOTPEHHbIX
3aKOHOM.

MpepnocraBneHne nepcoHanbHbIX AAHHbIX — OEWCTBUS, HanpaBfieHHble Ha packpbiTUE MepPCOHarnbHbIX
OaHHbIX onpeeneHHoOMY NULy Unmn onpeaeneHHoMy Kpyry nuu,.

BnoknpoBaHue nepcoHasnbHbIX AaHHbIX — BPEMEHHOE NpekpaLlleHne obpaboTkn nNepcoHarnbHbIX AaHHbIX
(3a ucknoyeHrem criyyaes, ecnm obpaboTka Heobxoguma ANa YyTOYHEHWUS] NEPCOHANBbHBIX AAHHbIX).
YHUuUTOXXEeHue nepcoHanbHbIX AaHHbIX — OENCTBUS, B pesynbTaTe KOTOPbIX CTAHOBUTCS HEBO3MOXHbLIM
BOCCT@HOBUTb COAEPXaHWe MepcoHarnbHbIX OaHHbIX B MHPOPMALUWOHHOW CMCTEME NEPCOHANbHbIX AaHHbIX
n/vnu B pesyrnbTaTe KOTOPbIX YHUYTOXAKTCA MaTepuarnbHble HOCUTENW NePCOHAalbHbIX AaHHbIX.
OGe3nnMuuBaHne NepcoHanbHbIX AaHHbIX — ENCTBUS, B pe3ynbTaTe KOTOPbIX CTAHOBUTCS HEBO3MOXHbLIM
6e3 Mcnonb3oBaHUS AOMNONHUTENBHOW MHOPMaLMK ONpPeaenuTb NPUHAANEXHOCTb NEPCOHAaNbHbIX AaHHbIX
K KOHKPETHOMY CYOBHEKTY NepPCOHarnbHbIX AaHHbIX.

MHdopmaumoHHasa cuctema nepcoHanbHbIX AaHHbIX (MCMNOH) — cCOBOKYMHOCTL codepxalumxcs B 6asax
OaHHbIX MepcoHanbHbIX AaHHbIX M obecnedMBaloWwmnx UX 06paboTKy MHOPMAUMOHHBIX TEXHOMOMNA |
TEXHUYECKNX CPEACTB.

2. O6wume nonoxeHus

2.1. MNonoxeHne 0 Nopsiike XpaHeHUs N 3alnTbl NepcoHanbHbIX AaHHbIX MMonb3oBaTtenen CanTa (Qanee —
MonoxeHne) paspaboTaHO C uUenbi cobnogeHus TpeboBaHM 3akoHopaTenscTBa PP, cogepxalumx
nepcoHarnbHble AaHHble N ngeHTudukauum Nonb3oBaTenen, Haxogawmxcsa Ha CanTe.

2.2. TlonoxeHue paspabotaHo B cooTBeTcTBMM C KoHctuTtyumen PO, [paxgaHckum kopekcom PO,
OEeNCTBYOLMM 3aKkoHogaTenbcTBOM P® B 0OnacTu 3awmTbl NepCOHanbHbIX AAHHbIX.

2.3. TlonoxeHne ycTaHaBnuMBaeT MNOpPsAOK 06paboTkm nepcoHanbHbiX AaHHbIX [Monb3oBatenen Canta:
aencrtems no cbopy, cuctemaTusaumm, HaKOMIIEHWUIO, XPAHEHWUIO, YTOUYHEHUIO (OOHOBMNEHMIO, U3MEHEHNIO),
YHUUTOXEHMIO MEPCOHAIbHbBIX AAHHbIX.

2.4. TonoxeHne ycTaHaBnuMBaeT obsA3aTenbHble AN coTpygHukoB OnepaTopa, 3adeVCTBOBaHHbIX B
obcnyxmBaHmm Cavita, o6wwne TpeboBaHWs ¥ npaBuna no paboTte co BCeMuM BMOAMU HOCUTENEN
WHpopmMaLunm, cogepXxallimmm nepcoHarnbHble AaHHble Nonb3oBaTtenen Cawrta.

2.5. B MNonoxeHun He paccmaTpmBaloTcs Bonpockl obecrneyeHns 6e30MacHOCTU NepCOoHanbHbIX AaHHbIX,
OTHECEHHbIX B YCTAHOBIMIEHHOM MOpsiAke K CBeOeHUsAM, COCTaBMSOWMM FOCYyAapCTBEHHYIO TaWHy
Poccuiickon ®epepauuu.



2.6. Llenamu MNonoxeHusa anaTcs:

e obecneyeHne TpeboBaHUIM 3alWMTbl NpaB M CBOOOA 4enoBeka W rpaxgaHuHa npu obpaboTke
nepcoHanbHbIX AaHHbIX, B TOM 4uCrie 3awiuTbl MpaB Ha HENPUKOCHOBEHHOCTb YaCTHOWM >KU3HM,
NINYHYIO N CEMENHYIO TaNHY;

®  VCKMOYEHNE HECAHKLMOHMPOBAHHbIX OENCTBUA COTpyaHUKOB Onepatopa 1 nodbiX TpeTbMx nuu no
cbopy, cuctematusaumm, HaKOMMEHUO, XPaHEHWI, YTOYHEHUIO (OBHOBIEHWIO, W3MEHEHWIO)
nepCcoHanbHbIX AaHHbIX, UHbIX (POPM HE3AKOHHOrO BMeLLaTenbCTBa B UHPOPMAaLMOHHbIE PECYpChbl U
noKanbHYyl0 BbluncnuTensHyto cetb Onepartopa, obecneyeHne nNpaBoBOro M HOPMATMBHONO pexuma
KOHUAEHUMANbHOCTU HeOoKyMeHTUpOBaHHOM MHdopmaumm [Nonb3oBaTtenen Canta; 3awmrta
KOHCTUTYUMOHHBIX MNpaB rpaxgaH Ha §NWYHYl TalHy, KOHWMAEHUWAnbHOCTb CBeAEeHWN,
COCTaBMAOLLMX MEePCOHarnbHble OaHHble, N MpeaoTBpalleHNe BO3HMKHOBEHMS BO3MOXHOW Yrpo3bl
6esonacHocTu NMonb3oBatenen Canra.

2.7. MpyHUMnbl 06paboTkM NepcoHanbHbIX AaHHbIX:

e 0b6paboTka nepcoHanbHbIX JaHHbIX JOJPKHA OCYLLECTBATLCS HA 3aKOHHOW U CnpaBeannBoN OCHOBE;

e ob6paboTka nepcoHanbHbIX AaHHbIX AOMKHA OrpaHUYMBaTbCHA AOCTUXKEHMEM KOHKPETHbIX, 3apaHee
onpedeneHHblX W 3aKoHHbIX uUenen. He ponyckaetca o6paboTka nepcoHanbHbIX AaHHbIX,
HecoBMecTUMasi ¢ Lensmmn cbopa nepcoHanbHbIX AaHHbIX;

e He pgonyckaeTca obObeavHeHne 6a3 OaHHbIX, COAepXaliMx MNepcoHarnbHble AaHHble, obpaboTka
KOTOPbIX OCYLLECTBIISAETCA B LIeNsiX, HECOBMECTUMbIX Mexay cobon;

e 06paboTke noanexart TOMNbKO NepCOHarnbHble AaHHbIE, KOTOPbIE OTBEYatoT LensMm nx obpaboTku;

e cogepxaHne n o06bem obpabaTbiBaemblXx MNEepCOHarnbHbIX AaHHbIX AOMMKHbI COOTBETCTBOBATb
3asBneHHbIM LensaMm obpaboTtkn. ObpabaTtbiBaeMble NepcoHarnbHble OaHHble He OO0MMKHbl ObiTb
N30bITOYHBIMM MO OTHOLLEHMIO K 3asABINIEHHbLIM LiensiM ux 06paboTku;

e npu obpaboTke nepcoHanbHbIX AaHHbIX OOMMKHbI ObiTb 0GecneyeHbl TOYHOCTb MEPCOHAaNbHbIX
OaHHbIX, X OOCTATOYHOCTb, @ B HEOOXOAMMBIX Crnyvasix U akTyarbHOCTb MO OTHOLUEHWUIO K LensiM
006paboTkM NepcoHanbHbIX AAHHbIX;

e XpaHeHWe nepcoHasnbHbIX AaHHbIX OOMMKHO OCYLLECTBMASATLCA HE AofblUe, YeM 3Toro TpebyoT uenm
06paboTKkn nepcoHanbHbIX AaHHbIX, €CMM CPOK XPaHEHMS NepCoHanbHbIX AaHHbIX HE YCTaHOBMEH
depnepanbHbIM 3aKOHOM, JOrOBOPOM, CTOPOHOW KOTOPOro siBnsieTcs MNonb3oBaTens;

e oOpabaTbiBaemble NepcoHanbHble AaHHblE MOAMeXaT YHUUTOXEHWO Nnbo o06e3nnynBaHuilo Mo
OOCTWKeHUN uenen obpaboTkm nnm B cnyyae ytpatbl HEOGXOAUMMOCTU B JOCTMDKEHUN ITUX LIENewn,
€Cnn nHoe He npegycMoTpeHo PefeparnbHbIM 3aKOHOM.

2.8. Ycnousi 06paboTku nepcoHarnbHbIX aHHbIX.

2.8.1. O6paboTtka nepcoHanbHbIX [AaHHbIX [lonb3oBaTtenen Canta OCyLWecTBNAETCS Ha OCHOBaHWUU
paxpaHckoro kogekca PO, KoHctuTtyumm PP, gencreytowlero 3akoHogatensctea PO B obnactm 3awutsl
NnepCoHarbHbIX JAHHbIX.

2.8.2. ObpaboTka nepcoHanbHbIX AaHHbIX Ha CanTe OCyLecTBRSEeTCSs C COGMIOAEHVMEM MPUHLUMMOB M
npaswn, NPeAyCMOTPEHHbIX onoXeHnem n 3akoHogaTenbcTeomMm P®.

O6paboTka nepcoHanbHbIX 4aHHbLIX LOMYCKAETCA B CEAYIOLNX Cryvasx:

e 00paboTka nepcoHarnbHbIX OaHHbIX HeobxoguMMma Ans ucnonb3oBaHus Canta, CTOPOHOW KOTOpPOro
apnsietca Nonb3oBaTens;

e 0o6paboTka nepcoHanbHbIX JaHHbIX HEOBXoaMMa ANg 3aluUThbl XKN3HU, 300POBbS UIUN UHBIX XXU3HEHHO
BaXkHbIX MHTepecoB Nonb3oBaTtensa CanTta, ecnu Nony4YeHne corrnacms HEBO3MOXHO;

e 00paboTka nepcoHasnbHbIX AaHHbIX HEOOX0AMMa AN OCYLLECTBIEHNSI NPaB U 3aKOHHbIX MHTEPECOB
OnepaTopa vnu TpeTbux Nuu, MO0 ANs AOCTMKEHNS OOLLECTBEHHO 3HAYMMbIX LIENEN NpU YCIOBUN,
4YTO NpW 3TOM He HapyllalTca npaea U ceobofbl MNMonb3oBaTtenen CawTa;

e o6OpaboTka nepcoHamnbHbIX [OaHHbIX  OCYLLECTBMASIETCA B CTAaTUCTMYECKMX WM WHBIX
nccnegoBaTenbCKMX LEnsiX, 3a UCKNoYeHMeM o06paboTku nepcoHanbHbIX AaHHBIX B LEnsax
NPOABWKEHUS TOBApPOB, PabOT, ycrnyr Ha pbIHKE MYTEM OCYLLECTBMEHUS MNPSAMbIX KOHTaKTOB C
noTeHUManbHbIMM NOTPEOUTENAMM C MOMOLLBIO CPEACTB CBA3U, @ TakkKe B LEnsiX MONMTUYECKON
arutauum, npu ycnosumn obsizatenbHoro ob6esnmumMBaHms NepcoHarnbHbiX aHHbIX.

2.9. Llenn 06paboTkn nepcoHanbHbIX AaHHbIX.

2.9.1. O6paboTka nepcoHanbHbIX AaHHbIX [onb3oBaTtenen Cavita OCYLLECTBNSETCA MWCKIIOYUTENBHO B
uensix npegocraeneHus MNMonb3oBaTento BO3MOXHOCTM B3aumogencTeoBaTb ¢ CaiTom.

2.9.2. CBegeHusAMK, COCTaBMAOWMMM NepcoHarnbHble AaHHble Ha CaiTte, aBnsieTcs niobas nHdopmauus,
OTHOCALLAACA K orpeferieHHoMy unu onpegensemMomMy Ha OCHOBaHMM Takon WHopMaumu usndeckomy
nunuy (CyObekTy nepcoHanbHbIX AAaHHbIX).

2.10. IcToYHMKM nonyYeHus nepcoHarnbHbIX AaHHbIX onb3oBaTenen.

2.10.1. WctouyHukoMm uWHdopmauum 000 BCEX MNepcoHarnbHbIX AaHHbiXx [lonb3oBaTtena saBnsdeTcd
HenocpeacTBeHHO caM [Nonb3oBaTens.

2.10.2. WNcToYHMKOM uMHGOpMauMM O MepcoHanbHbIX AaHHbiX [lonb3oBaTens SABMAKTCA CBeAeHUs,
nony4eHHble BcneacTane npegocrasneHns Onepatopom Nonb3oBaTento npas nonb3oBaHua CanTom.
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2.10.3. TlepcoHanbHble p[aHHble [lonb3oBaTenen OTHOCATCA K  KOHpmaeHumanbHOW UHdOopMaLun
OrpaHMYEHHOro JOCTyna.

2.10.4. OG6ecnevyeHnss KOHMMOEHUMANbHOCTM MEPCOHamnbHbIX [AaHHbIX He TpebyeTca B cnyyae Wux
06e3nnynBaHus, a Takke B OTHOLLEHUN OOLeAO0CTYMHbIX NEPCOHANbHbBIX AaHHbIX.

2.10.5. Onepatop He MMeeT NpaBa cobupaTtb u obpabaTbiBaTb NepcoHarnbHble AaHHble [Monb3oBaTens o ero
pacoBOW, HaUMOHANbHOW MPUHAAMNEXHOCTU, MONMUTUYECKUX B3rMs4ax, PEnUrmosHbiX MM runocodCcKmx
ybexaeHnsax, 4YaCTHOW  KM3HM, 3a UCKMIOYEHMEM cnyvaeB, NPeayCMOTPEHHbIX  OEUCTBYIOLLMM
3aKoHOOATENbLCTBOM.

2.10.6. OnepaTtop He nmeeT NpaBa nony4yatb U 0bpabaTbiBaTb NepcoHanbHble AaHHble [onb3oBaTens o ero
yneHcTBe B OOLIECTBEHHbIX OBbEeAMHEHUAX MM ero MNpodCO3HON AEeATENbHOCTU, 3a MCKMYEHNEM
cny4vaes, NpeaycMoTpeHHbIx PeaepansHbiM 3aKOHOM.

2.11. Cnocobbl 06paboTkM NepcoHarnbHbIX AaHHbIX.

2.11.1. TllepcoHanbHble AaHHble [lonb3oBaTtenen Canta 00pabaTbiBAOTCS  UCKIHOYUTENBHO C
ncrnonb3oBaHWeM CpeacTB aBToMaTu3aumm.

2.12. MNpaBa cybbekToB ([Monb3oBaTtenen) nepcoHanbHbIX OaHHbIX.

2.12.1. MNonb3oBaTtenb UMeeT NpaBo Ha noslydyeHne ceegeHni 06 OnepaTope, O MeCTe ero HaxoXaeHus, o
Hanmumm y OnepaTopa MNepcoHarnbHbIX OaHHbIX, OTHOCALMXCA K KOHKPETHOMY CYOBLEKTY MepCcOHarbHbIX
OaHHbix (MMonb3oBaTtento), a TakKe Ha O3HaKOMJIEHWE C TakMMW MNEepPCOHANbHbIMW  OaHHbIMMK, 33
NCKMIOYEeHMEeM CriydaeB, NpeagyCcMOTPEHHbIX YacTelo 8 ctatbn 14 degepanbHoro 3akoHa «O nepcoHanbHbIX
OaHHbIX».

2.12.2. MNonb3oBaTenb UMeeT nNpaBo Ha nonydeHne ot Onepatopa Npu NUYHOM obpalleHun K Hemy nnbo
npum nonyyeHnn OnepaTopoM nNUCbMEHHOrO 3anpoca oT [lonb3oBaTtens cregylowen WHGOoPMaLuK,
KacatoLerncst 06paboTkm ero nepcoHanbHbIX AaHHbIX, B TOM YMCe coaepKallen:

e noareBepxaeHne dakta obpaboTkM nepcoHanbHbIX AaHHbix OnepaTopoM, a Takke Uefb TaKoM
0bpaboTky;

e MpaBOBble OCHOBaHUA U Lenn obpaboTkn NepcoHanbHbIX AaHHbIX;

e uenu n npumeHsiemble OnepaTtopomM cnocobbl 0O6PabOTKM NEPCOHANbHbIX AAHHbIX;

® HaMMeHOBaHWe N MecTo HaxoxaeHus OnepaTopa, cBedeHns O nuuax (3a UCKnYeHnem paboTHNKOB
onepaTopa), KoTopble UMEKT JOCTYN K NEPCOHANBbHBIM AaHHBIM UK KOTOPbIM MOTYT ObITb PackpbIThbl
nepcoHanbHble AaHHble Ha OcHOBaHMKM goroBopa ¢ OnepaTopom unu Ha ocHoBaHun deaepanbHoro
3aKOHa;

e oOpabaTbiBaemble MepcoHanbHble [aHHble, OTHOCALMECA K COOTBETCTBYKOLIEMY CYOBLEKTY
NepCoHanbHbIX AaHHbIX, UCTOYHUK WX MOMy4YEeHUs, €CNM MHOW MNOPSAOK MPEeAOCTaBMEHUS TaKUX
OaHHBbIX He npegycmoTpeH deaeparnbHbIM 3aKOHOM;

e  CPOKM 0OpaboTKM NePCOHanNbHbIX AAHHbIX, B TOM YNCIE CPOKN NX XPAHEHWS;

e TMOpPSOOK OCYLIECTBMEHUST CYOBEKTOM MEepCcoHamnbHbIX [AaHHbIX MpaB, MNPeAyCMOTPEHHbIX
deneparnbHbIM 3aKOHOM;

e uMH(popmauuo 06 OCyLLECTBIIEHHON N O NpeanonaraeMon TpaHCrPaHMYHOW nepefaye AaHHbIX;

e HaMMeHOBaHMe wnu amMunuio, UMms, OTYECTBO M agpec nvua, ocyllecTernsowero obpaboTtky
nepcoHanbHbIX AaHHbIX Mo nopyveHuto OnepaTtopa, ecnu obpaboTka nopyveHa nnv 6ygeT nopyyeHa
TakoMy nuuy;

e VHble CBeAeHus, npedycMOTpeHHble PeaepanbHbiM 3aKOHOM UMM Opyrumun  denepanbHbIMU
3aKOHamu;

e TpeboBaTb M3MEHEHUS, YTOUHEHUS, YHUYTOXEHUSA NHOPMaL MK o caMmoMm cebe;

e oOxanosaTb HenpaBoMepHble AencTBus unu 6esgencreme no obpaboTke NepCcoHanbHbIX AAHHBIX U
TpeboBaTb COOTBETCTBYHOLLLEN KOMMEHCAUNUN B CYAE;

e Ha [JOMOSHEHWE NEepCoHarbHbIX AAHHBLIX OLEHOYHOro XapakTepa 3asiBNIEHUEM, BbIpaXatoluM ero
COBCTBEHHYIO TOYKY 3pEHNS;

e OonpegenATb NpeacTaBuTeNen Ans 3awmuTbl CBOMX NEPCOHArbHbIX AaHHbIX;

e TpeboBatb OT Onepartopa yBegomreHus 060 BCEX MNPOM3BEAEHHbIX B HUX M3MEHEHUSAX WIn
WCKIIOYEHMSAX U3 HUX.

2.12.3. MNonb3oBaTenb UMeeT nNpaBo obXxanoeaTb B YNOMHOMOYEHHOM OpraHe no 3awuTe npaB CyObeKkToB
nepcoHarnbHbIX AaHHbIX UM B cygebHOM nopsioke AevicTBusa unu 6esgerictBue Onepartopa, ecnvu cuuTaer,
YTO nocnegHu ocyuwecTBnsieT 06paboTKky ero nepcoHanbHbIX OaHHbIX C HapyweHuem TpeboBaHui
depnepanbHoro 3akoHa «O nepcoHanbHbIX AaHHbIX» UK UHbIM 06pa3oM HapyLlaeT ero npasa u cBo6oapbl.
2.12.4. MNonb3oBaTtenb NepcoHanbHbIX AaHHbLIX UMEET MPaBo Ha 3aLUNTy CBOMX NPaB U 3aKOHHbIX NHTEPECOB,
B TOM YMCIe Ha BO3MeLLEHNE YObITKOB M (M) KOMNEHCaLMI0 MOpanbHOro Bpega B cyaebHom nopsgke.
2.13. O6saszaHHocTM Onepatopa.

2.13.1. llo dakrty nuyHoro obGpalwieHnss nMbo npu NoflydeHMM TMUCbMEHHOro 3anpoca cybbekTa
nepcoHanbeHbIX AaHHbIX UK ero npeacrtasutend OnepaTop, NPy HanMYUKM ocHoBaHWK, 06s13aH B TeveHue 30
aHen c patbl obpauweHus nubo nonyveHus 3anpoca cybbekta nepcoHarbHbIX AaHHbIX WM ero
npeacTaBuMTens npefocTaBUTb CBedeHUMst B 0Obeme, ycTaHoBrneHHom ®efepanbHbiM 3akoHOM. Takue
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cBefeHus OOMKHbI ObITb NpefocTaBneHbl CyOBbEKTY NepCoHarnbHbIX AaHHbIX B 4OCTYNHOW hOPME, U B HUX HE
OOIMKHbI cCoaepXXaTbCH NepcoHarnbHble AaHHble, OTHOCALLMECS K APYTUM CyObeKTam nepcoHarnbHbIX AaHHbIX,
3a WCKIMHYEHNEM CIy4aeB, €CNvM UMEKTCS 3aKOHHblIE OCHOBaHWUS ANSl PacKpbITUS Takux MepCcoHanbHbIX
OaHHBbIX.

2.13.2. Bce obpalleHus cybbekToB MepCOoHanbHbIX AaHHbIX MM UX NpeacTaBUTENEn PerncTpupyroTcs B
)KypHane ydeta obOpalleHuin rpaxaaH (CyObekToB MNepCcoHanbHbIX [AaHHbIX) MO Bomnpocam 00paboTku
nepcoHarnbHbIX AaHHbIX.

2.13.3. B cnyyae oTkasa B npefoCcTaBneHun cybbekTy NnepcoHanbHbIX JAHHbIX UMW €ro nNpeacTaBUTENo Npu
obpalieHnn nNubo npu nonydYeHun sanpoca cybbekTa nepcoHanbHbIX AaHHLIX UMW ero npeacTaBuTens
NMHOPMaLMM O HanMyMM NEepCoHarnbHbIX OAHHbLIX O COOTBETCTBYHOLEM CyObekTe nepcoHarnbHbIX AaHHbIX
OnepaTtop o06s13aH paTb B NUCbMEHHOW (OPME MOTMBMPOBAHHbLIA OTBET, COAEepXXallMA CCbIfKy Ha
nonoxeHve 4actm 8 cratbm 14 ®depepanbHoro 3akoHa «O nNepcoHanbHbIX AAHHbLIX» WUAW  UHOrO
defepanbHOro 3akoHa, ABNSKLEecss OCHOBaHWEM 1S Takoro otkasa, B CpoK, He npesblwatowmn 30 gHen
co OHst obpalleHus cybbekTa nepcoHanbHbIX OaHHbIX UK ero npegcrasutensi, NMMbo ¢ gatbl NOMyYeHUs
3anpoca cybbekTa nepcoHanbHbIX AaHHbIX WU ero NpeacTaBuTenNs.

2.13.4. B cnyyae nomyyeHusi 3anpoca OT YMOSIHOMOYEHHOIO OpraHa Mo 3awute npaB CyObEeKTOB
nepcoHanbHbIX [aHHbIX O MNpPedocTaBneHun UMHopmauun, HeobXOAMMOW ONsi  OCYLIEeCTBMEHMUS
OeATenbHOCTM yKka3aHHoro opraHa, Onepatop obsi3aH cooOWmTb Takylo MHOPMaLMIO B YNONHOMOYEHHbIN
opraH B TedeHue 30 gHewn ¢ gaTbl NONyYeHUs Takoro 3anpoca.

2.13.5. B cnyyae BbisiBNeHUs HenpaBoOMepHOW 06paboTku nepcoHanbHbIX AaHHbIX Npy obpalleHn unu no
3anpocy cybbekta nepcoHarnbHbIX AaHHbIX UMK ero npeactaBuTens nMbo YNONHOMOYEHHOro opraHa no
3awmTe npaB CyObeKTOB MepcoHanbHbiX AaHHbiXx Onepatop o06s3aH ocywecTButb 6nokuposaHue
HenpasomepHO obpabaTbiBaeMbIX NePCOHarbHbIX AaHHbIX, OTHOCALLMXCH K 3TOMY CYOBbEKTY nepcoHanbHbIX
OaHHbIX, C MOMEHTa Takoro obpalleH1s Unm Nosy4eHnsl ykasaHHoro 3anpoca Ha nepuog NpoBepKu.

2.13.6. B cny4yae BbiSIBIEHMS1 HenpaBOMepHOW 06paboTkM MepcoHanbHbIX AaHHbIX, OCYLIECTBNSEMOWN
OnepaTtopom, NOCNEOHUIA B CPOK, HE MPEBbILLAIOLWMIA Tpex paboyunx gHEN ¢ AaTtbl 3TOrO BbIABEHUS, 065A3aH
npekpaTuTb HenNpaBOMEpPHY 06paboTKy NnepcoHanbHbIX AaHHbIX. O6 ycTpaHeHUM OONYLWEHHbIX HApYyLUEHWI
OnepaTop 0653aH yBeJOMUTbL CyObeKkTa nepcoHarnbHbIX AaHHbBIX UMW ero NpeacTaBuTens, a B criydae ecnm
obpalleHne cybbekTa nepcoHanbHbIX AaHHBIX UKW ero npepcraBuTensd nubo 3anpoc ynorTHOMOYEHHOrO
opraHa no 3awure npaB CyOBLEKTOB NepCcoHarbHbIX AaHHbIX Bbln HanpaBneHbl YNONHOMOYEHHbIM OpPraHoOM
Mo 3aLmTe npaB CyObEeKTOB NepCOHanbHbIX AaHHbIX, TAKKE YKasaHHbIN OpraH.

2.13.7. B cnyyae poctmxkeHus uenu obpaboTkm nepcoHanbHbIX AaHHbix Onepatop 06s3aH npekpaTutb
06paboTKy nepcoHarnbHbIX AAHHLIX U YHUYTOXWUTb NMEepcoHanbHble AaHHble B CPOK, He npesbiwatowmn 30
pabounx AHen ¢ AaTbl AOCTKEHUS Lenu obpaboTkmM nepcoHanbHbIX AaHHbLIX, €CIM UHOE He NPeayCMOTPEHO
JOroBOPOM, CTOPOHOW KOTOPOTO SABMSAETCA CYObEKT NepCOHanbHbIX AaHHbIX.

2.13.8. 3anpewjaetca MNpUHATME HA OCHOBAHWW WCKIIOYUTENBbHO aBTOMaTU3MPOBAHHOW 006paboTku
nepcoHanbHbIX OAHHbLIX PELUeHUN, NMOPOXAAMLWMX HPUANYECKME MOCHeACTBUS B OTHOLIEHWM cyObekTa
nepcoHanbHbIX AaHHbIX UM UHBIM 0O6pa3oM 3aTparMBatoLLMX ero Npaesa N 3aKOHHbIE UHTEPECHI.

2.14. PexuMm KoHmaeHUNansHOCTN NePCOHaNbHbIX AaHHbIX.

2.14.1. OnepaTtop obecneuymBaeT KOHUAEHUNANBHOCTL U 6Ee30MacHOCTb NepcoHarnbHbIX AaHHbLIX MPU KX
06paboTke B COOTBETCTBUM C TpeOOBaHNSAMM 3akoHodaTenbcTBa PO.

2.14.2. OnepaTtop He packpbiBaeT TpeTbUMM fuuam M He pacnpocTpaHseT nepcoHanbHble AaHHble 6e3
cornacus Ha 9To cybbekTa nepcoHarnbHbIX OaHHbIX, €CNN MHOEe He nNpeaycMoTpeHo deaepanbHbIM 3aKOHOM.
2.14.3. B cOOTBETCTBMM C NEepeyHeM MepcoHanbHbIX AaHHbIX, 06pabaTbiBaeMblX Ha canTe, NepcoHanbHble
AaHHble MMonb3oBatenen CanTa ABNSATCA KOHMAeHUManbHOM Hdopmaunen.

2.14.4. TNuua, ocyuwecTernsawowme obpaboTky nepcoHanbHbIX AaHHbIX, 00s13aHbl cobnogaTtb TpeboBaHuA
pernamMmeHTMpyloLWnx JokymeHToB Onepartopa B YacTn obecneveHnss KoHpuaeHUManbHOCTM 1 6e3onacHoCTH
nepcoHarnbHbIX AaHHbIX.

3. O6paboTka NnepcoHanbHbIX AaHHbIX

3.1. MNepeyeHb obpabaTbiBaeMbIX NepCoHanbHbIX AaHHbIX [lonb3oBaTtenei:
damunus;

NMS;

OTYECTBO;

non;

Aara poxaeHus;
AOIMKHOCTb;
KOMMaHus;

oTpacnb;

PErvioH;

MOBUMbHbIV TenedoH;



e  OJEKTPOHHAs NoyTa;

e nacrnopTHble AaHHbIE.
3.2. lluya, nmetowme Npaso AOCTyNa K NepCcoHarbHbIM SAaHHbIM.
3.2.1. TpaBom pgoctyna K MepcoHanbHbIM AaHHbIM CcybbekToB obnagalT nvua, HageneHHble
COOTBETCTBYHOLLMMN NONTHOMOYNSIMU B COOTBETCTBUM CO CBOMMU CIYXeBbHbIMN 0633aHHOCTAMMN.
3.2.2. [llepevyeHb nuu, uMMeOLWMX [AOCTYN K MEPCOHanbHbIM [OaHHbIM, YTBEPXAAeTCs reHepanbHbIM
anpektopom OnepaTtopa.
3.3. NMopagok 1 Cpokn XpaHeHUs NepcoHarnkeHbIX AaHHbIX Ha CanTe.
3.3.1. Onepartop ocyLecTBSAET TONbKO XpaHeHNe nepcoHarbHbIX AaHHbIX [lonb3oBaTtenen Ha CanTe.
3.3.2. Cpokn xpaHeHust nepcoHanbHbIX AaHHbIX [lonb3oBatenen Ha CanTe onpegeneHbl YCNOBUSIMU
Monb3oBaTenbCKOro cornalleHns, BBOOATCA B AEWCTBUE C MOMeHTa npuHATUA (akuenTa) lNMonb3oBaTtenem
AaHHoro cornaweHus Ha Cavite u OeNCTBYIOT 4O Tex nop, noka onek3oBaTenb He 3asBUT O CBOEM XKeNaHWK
yAanuTb CBOW NepcoHanbHble AaHHble ¢ CanTa.
3.3.3. B cnyyae ypganeHusa gaHHbix ¢ CanTa NoO MHULMATUMBE OLHOM U3 CTOPOH, @ MMEHHO MpekpalleHus
ucnons3oBaHuga Canta, nepcoHanbHble AaHHble [lonb3oBaTensa xpaHATca B 6a3ax AaHHbIXx Onepartopa nATb
neT B COOTBETCTBUM C 3aKoHOA4ATENLCTBOM PO.
3.3.4. Tllo wncTeyeHuM BblEyKa3aHHOTO CpOKa XPaHEeHWs MepcoHanbHbIX AaHHblX [lonb3oBaTtens
nepcoHanbHble AaHHble [lonb3oBaTens yaanslTCd aBTOMATMYECKM 3afaHHbIM anropuTMOM, KOTOPBIN
3apgaet Onepartop.
3.3.5. Onepatopom He BefeTcsi 00paboTka nepcoHanbHbIX AaHHbIX [lonb3oBaTenert Ha OyMaXHbIX
HocuTensax nHdopmaumm.
3.4. biokMpoBaHMe NepcoHarnbHbIX AaHHbIX.
3.4.1. Mog GrnoknpoBaHMEM MepPCOHarnbHbIX AaHHbIX MOHMMAaeTcs BpeMeHHoe npekpalleHne OnepaTtopom
onepauun no ux obpaboTke no TpebGoBaHuio [lonb3oBaTenss Npu BbISBMEHUM UM HEOOCTOBEPHOCTM
obpabaTbiBaemMbIx CBEAEHWUI UMM HEMPABOMEPHBIX, N0 MHEHUI0 CyObekTa NepCoHanbHbIX AaHHbIX, 4ENCTBUN
B OTHOLUEHMWMN €ro AaHHbIX.
3.4.2. Onepatop He nepedaeT NepcoHanbHble AaHHble TpeTbuM nvuaM U He nopyydaetr obpaboTky
nepcoHanbHbIX AaHHbIX CTOPOHHWM fvuam WM opraHusauusam. [lepcoHanbHble gaHHble [lonb3oBaTenen
Canita obpabatbiBatoT TOoNbKO coTpyaHuku Onepatopa (agMuHUCTpaTopbl 6a3 AaHHbIX U T. A4.), AONYLIEHHbIE
YyCTaHOBMEHHbIM NOPSAKOM K 06paboTke nepcoHanbHbIX AaHHbIX [onb3oBaTenen.
3.4.3. briokupoBaHue nepcoHanbHbIX AaHHbIX Ha CaiTe OCyLIeCTBASEeTCs Ha OCHOBaHUU MUCbMEHHOro
3asBMeHNst OT CyObekTa NepcoHanbHbIX AaHHbIX.
3.5. YHuUTOXEHME nepcoHarnbHbIX AaHHbIX.
3.5.1. Tog yHU4YTOXEHMEM NepCoHanbHbIX [aHHbIX MOHWMAKTCA LEeNCTBUS, B pes3ynbTare KoTOpbIX
CTAHOBUTCH HEBO3MOXHbIM BOCCTAHOBWUTb COAEpPXaHWe MepcoHanbHblX AaHHbIX Ha Cavte wunu B
pes3ynbTare KOTOPbIX YHUYTOXAKTCS MaTepuaribHble HOCUTENM NEPCOHANbHbIX AAHHbIX.
3.5.2. CybbekT nepcoHanbHbIX OaHHbIX BNpaBe B MUCbMEHHOW dopMe TpeboBaTb YHUUTOXEHWUS CBOUX
nepcoHanbHbIX AaHHbIX B Cry4Yae, eCrnv nepcoHalnbHble AaHHble SBNSTCA HEMNOMHbIMKU, YCTapeBLUNMW,
HeJOCTOBEPHbIMU, HE3aKOHHO MOMYYEHHbIMU WM He SBNATCA HeOOXOAMMbIMU AN 3asfABMEHHOM LUenu
obpaboTku.
3.5.3. B cnyyae oTCyTCTBMS BO3MOXHOCTM YHUUYTOXEHMS NepCcoHanbHbIX AaHHbIX OnepaTtop ocylwecTBhnseT
BGroKMpoBaHUe Taknx NepCcoHanbHbIX AaHHbIX.
3.5.4. VYHuYTOXEHWE NepcoHarbHbIX [aHHbIX OCYLIECTBNSAETCSs MNyTEM CTMpaHMsA MHdopMauun C
ncnonb3oBaHMeM CepTUULMPOBAHHOIO NPOrpaMMHOrO obecnevyeHnsi ¢ rapaHTUPOBaHHBIM YHUYTOXEHUEM
(B COOTBETCTBUM C 3a[aHHLIMU XapaKTepPUCTUKaMW ANs YCTaHOBIIEHHOrO MPOrpaMMHOro obecneyeHus C
rapaHTUPOBaHHLIM YHUYTOXEHUEM).

4. Cncrema 3awWmThbl NnepcoHaNnbHbIX AAHHbLIX

4.1. Mepbl no ob6ecneyeHno 6€30NacHOCTU NEPCOHasbHbLIX AaHHbIX Npy nx obpaboTke.

4.1.1. Onepatop npu obpaboTke MepcoHanbHbIX AaHHbIX 0083aH MpuMHUMaTb HeobGXxoOuMble MNPaBOBbIE,
OpraHM3aunoHHbIE N TeXHU4Yeckne Mepbl unm obecneudrBaTb WX MPUHATUE ANS 3awWMTbl NMEPCOHANbHbIX
OaHHbIX OT HEeMnpaBOMEPHOro UMM Cry4YanHOro AOCTyNa K HUM, YHUYTOXEHUWS, U3MEHeHUs, BroKnpoBaHus,
KOMMpOBaHUSA, MPeaoCTaBeHMs, pPacrnpoCTpaHeHUs MepcoHarnbHbIX AaHHbIX, a Takke OT WHbIX
HenpaBOMEpPHbIX AeNCTBUIA B OTHOLLEHWUN NePCOHarbHbIX AaHHbIX.

4.1.2. ObecneyeHne 6e3onacHOCTV NepCcoHaribHbIX AaHHbIX AOCTUraeTcs, B YaCTHOCTHU:

e onpegerneHveM yrpo3 06e3onacHOCTM  MepcoHarnbHbIX  AaHHbIX Mpu  uMx obpaboTke B
NMH(OPMALIMOHHBIX CUCTEMAX NEPCOHAINbHbIX AAHHBbIX;

e [PUMEHEHVWEM OpraHuM3auMOHHbIX W TexXHWYecknx wmep no obecnedyeHnto 6GesonacHoCcTU
nepcoHanbHbIX AaHHbIX NpU nXx 0bpaboTke B MHOPMAaLMOHHBLIX CUCTEMAaX MePCOHarbHbIX AaHHbIX,
HeobXx0AMMbIX ANS BbINONHEHWS TpeboBaHU K 3almnTe NepcoHarnbHbIX aHHbIX;

e MpPYMEHEHWEM MpPOLUeALNX B YCTAHOBNEHHOM MOpsSAKe Npoueaypy OLEHKM COOTBETCTBUS CPEACTB
3aLUMTbI MHOpMaLuu;



e OuUeHKON 3(PPEKTUBHOCTM MPUHMMAEMbIX Mep no obecrneyeHuto 6Ge30MacHOCTM MEPCOHANbHbIX
AaHHbIX [0 BBOAA B 3KCryaTaunio MHPOPMaLMOHHOW CUCTEMbI MEPCOHarbHbIX AaHHbIX;

®  YYEeTOM MaLUMHHbIX HOCUTENEN NepCcoHanbHbIX AaHHbIX;

e OBHapyxeHuem (HaKToB HECaHKLUMOHUPOBAHHOIO AOCTYNa K NepCoHanbHbIM AaHHBbIM U NPUHATUEM
mep;

e BOCCTAHOBIEHMEM MepCoHarnbHbIX AaHHbIX, MOAUMULMPOBAHHBIX MU YHUYTOXEHHbLIX BCreacTBue
HeCaHKLUMOHUPOBAHHOIO AOCTYNa K HUM;

e yCTaHOBMEHMEeM MpaBun  [OCTyna K MNepcoHanbHbIM  AaHHbIM, obpabaTtbiBaemMbiM B
NMHOPMALIMOHHOW CUCTEME NEepCoHarbHbIX AaHHbIX, @ Takke obecnevyeHnem perncrpauum m yyeta
BCEX [OENCTBUN, COBEpPLUAEMbIX C MNEepCoHANbHbIMWM [aHHBIMXM B MHOPMALMOHHOW cUcTemMe
nepcoHanbHbIX AaHHbIX;

e KOHTPONEM 3a NpPUHMMaeMbIMW Mepamun No obecneyeHnto 6e30nacHOCTV NEePCOHarnbHbIX AAHHbLIX U
YPOBHS 3aLLULLIEHHOCTU MH(POPMALIMOHHBIX CUCTEM NEPCOHAarbHbIX JaHHbIX.

4.1.3. Ona uenen [lonoxenuss nog yrpo3amu 6e30MacHOCTM MNEPCOHANbHbLIX OaHHbLIX MOHMMAaEeTCs
COBOKYMHOCTb YCIOBUIA W (PakTopoB, CO3[aloLWMX OMACHOCTb HECaHKUMOHMPOBAHHOIO, B TOM 4ucne
Cry4yamHOro, AoCTyna K MnepcoHarnbHbIM [OaHHbIM, pe3ynbTaTtoM KOTOPOro MOryT CTaTb YHUYTOXEHMe,
n3MeHeHve, BrnoknpoBaHue, KONMpoBaHme, NpeaocTaBneHne, pacnpocTpaHeHe nepcoHanbHbIX AaHHbIX, a
TakKe WHble HenpaBoOMeEpHble AEeNCTBUSA Mpu nx obpaboTke B MHAPOPMALMOHHON CUCTEME NEPCOHANbHbIX
AaHHbIX. [log ypoBHEM 3alLMLLEHHOCTW NEepPCOHanbHbIX AAHHbIX MOHMMAETCA KOMMIEKCHbIA MnokasaTens,
xapaktepusyowmin TpeboBaHMs, MCMOMHEHME KOTOpPbIX oObecneyMBaeT HeuTpanu3auuio onpenerneHHbIX
yrpo3 ©Ge3onacHOCTM nepcoHanbHbIX AaHHbIX MNpu  ux o0bpaboTke B MH(OPMaUMOHHOW cuUcTeme
nepcoHarnbHbIX AaHHbIX.

4.2. 3awmaemble cBeAeHWs 0 CyObekTe nepcoHarnbHbIX AaHHbIX.

K 3awmwaembiM cBedeHnsaM O cyObekTe nepcoHanbHbIX AaHHbiXx Ha CanTte OTHOCATCA [AdaHHble,
nossonswowme ungeHTMduUMpoBaTb CyObeKT MepcoHanbHbiX AaHHbIX  W/MNM - NOMAyYUTb O HeM
OOMNoNHUTENbHbIE CBEeAEHWs, NPeAyCMOTPEHHbIE 3aKOHOAATENLCTBOM U MonoXeHneM.

4.3. 3awmwaemble 00bEKTbI MepCoHarnbHbIX AaHHbIX.

4.3.1. K 3awmwaembiM o6bekTam nepcoHanbHbIX AaHHbIX Ha Cante OTHOCATCS:

e 00beKkTbl UWH(opmMaTM3auuMM U TEeXHUYEeCKMe CpeacTBa aBTOMAaTM3NPOBAHHOW  0BpaboTku
nHdopmaumm, cogepxallen nepcoHanbHble AaHHbIE;

e uVH(opMauUMnOHHbIe pecypcbl (6a3bl AaHHbIX, ¢annbl KM Ap.), cogepxawime uHdopmauuo 06
NHOOPMALIMOHHO-TENEKOMMYHUKALMOHHBIX CUCTEMAx, B KOTOPbIX LUPKYNUPYIOT MepcoHarnbHble
AaHHble, O CcOObITUAX, MPOM3OLWeAWmnX C yhnpaBnaeMbiMM OObekTamu, O nnaHax obecrneyeHus
6ecnepeboiiHon paboTbl 1 NpoLeaypax nepexoaa K yrnpaBneHuto B aBapunHbIX pexnma;

e KaHamnbl CBS3M, KOTOpble WCMOMb3ylTCA Ans nepedadn nepcoHanbHbIX AaHHbIX B Buge
NHPOPMATUBHBIX 3MEKTPUYECKUX CUrHANOB U (PU3UYECKUX NONen;

e OTYYXOaemble HocuTenn uHGOPMauMM Ha MarHUTHOW, MAarHWTHO-ONTUYECKOW W MHOW OCHOBE,
npumeHsieMble Ang 06paboTku NEPCOHanNbHbIX AaHHbIX.

4.3.2. TexHonornyeckass uHdopmaumsa o6 MHPOPMALMNOHHBIX CUCTEMAX U 3NIEMEHTAX CUCTEMbI 3aluTbl
nepcoHarnbHbIX AaHHbIX, noAnexaias sawmre, BKIoYaeT:

e CBedeHMs O cucTemMe ynpaBneHus [OCTYNMOM Ha OObekTbl WHGOpPMAaTM3auuW, Ha KOTOPbIX

ocyuecTBnseTca 06paboTka nepcoHarnbHbIX aHHbIX;
ynpasnsowas nHdopmaums (KOHuUrypaunoHHele dannbl, Tabnuubl MapLpyTnsauumn, HacTPONKK
CUCTEMbI 3aLLUUTLI 1 Mp.);

e TexHorornyeckas MHgopMauusa cpeacTs AOcTyna K cuctemam ynpasneHus (ayTeHTudukaumoHHas
nHdopMaums, KNy n atpubyTbl gocTyna u ap.);

e XapakTepUCTMKM KaHaroB CBSA3M, KOTOPbIE MCMONb3YTCA ANA nepegayvn nepcoHanbHbIX OaHHbIX B
Brae NMHPOPMaTUBHBIX 3NEKTPUYECKUX CUrHANOB N DU3NYECKUX MONen;

e uHdOpMaUns O cpeacTBax 3awMTbl MEPCOHanbHbIX AAHHbIX, X COCTaBe U CTPYKType, NpuHUUNax u
TEXHUYECKNX PELUEHUAX 3aLUnThbI;

e cnyxebHble AaHHble (MeTagaHHble) nosiBnsllmecs npu paboTe NporpaMMHOro obecnedveHwus,
COOOLEHUA 1 NPOTOKOMIOB  MEXCETEBOr0 B3aMMOOEWNCTBUSA, B pesynbTate o06paboTku
nepcoHanbHbIX AaHHbIX.

4.4. TpeboBaHus K CUCTEME 3aLLMTbl NEPCOHANbHbIX AAHHbIX.

Cncrtema 3awmTbl NepcoHanbHbIX OaHHbIX [OJDKHA COOTBETCTBOBaTb TpeboBaHMAM MOCTaHOBIEHUS
MpaButenbctBa P® ot 1 Hoabps 2012 r. Ne 1119 «O6 yTrBepxaeHnn TpeboBaHUN K 3awmTe nepcoHanbHbIX
OaHHbIX MpU nx obpaboTke B MHPOPMALMOHHbBIX CUCTEMAaX NEPCOHANBbHbIX AAHHbIXY.

4.4.1. Cuctema 3aWwmThl NEPCOHarbHbIX AaHHbIX AOMKHa obecneunBaTh:

e CBOEBPeMEHHOe ObOHapyXeHMe U npefoTBpalleHne  HeCaHKUMOHMPOBAHHOro  JocTyna
nepcoHanbHbIM AaHHbIM U (MKM) Nepegaydn uMxX nvuaM, He MMEKWMM MpaBa JocTyna K Tako
MHopMauuu;

K
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e HepomnyuweHne BO3OENCTBMA Ha TeXHUYeckue cpeacrtsa aBTOMATU3MPOBAHHOM 0bOpaboTku
nepcoHarnbHbIX AaHHbIX, B pe3ynbTaTe KOTOPOro MoXeT ObITb HapyLIeHO NX PyHKLUNMOHMPOBaHNE;

e BO3MOXHOCTb He3ame[fMTeNbHOro BOCCTAHOBIEHUSA NEepPCOHarnbHbIX AaHHbIX, MOANMULMPOBAHHbLIX
UNN YHUYTOXEHHbIX BCNEACTBME HECAHKLMOHMPOBAHHOIO JOCTYNa K HUM;

® MOCTOSIHHbIVA KOHTPOMb 3a obecnevyeHmemM ypOBHSA 3aLLMLLEHHOCTM NEPCOHArbHbIX AaHHbIX.

4.4.2. CpegctBa 3awutbl MHGOpMaUMKU, MNPUMEHSeMble B WH(OPMAUMOHHBLIX CUCTEMAax, AOIDKHbI B
yCTaHOBMEHHOM Nopsake NPOXoAuTbL NpoLeaypy OUEHKU COOTBETCTBUS.

4.5. MeTtogpl 1 cnocobbl 3awuTbl HPOPMAaLMM B MHAOPMaLMOHHBIX CUCTEMAX NepPCOoHaNbHbIX AaHHbIX.
4.5.1. MeToapl 1 cnocobbl 3awWmnTbl UHOPMALUN B MHPOPMALIMOHHBLIX CUCTEMAX MEPCOHArNbHbIX AaHHbIX
OnepaTopa 4OImKHbI COOTBETCTBOBATL TPEHOBaAHNSM:

e npukasza ®CTOK PP ot 18 cdeBpansa 2013 r. Ne 21 «O6 yrBepxaeHun CocTaBa M cogepxaHusi
OpraHu3aUmMoOHHbIX N TEXHUYECKMX Mep no obecneyeHno 6e3o0nacHOCTN NepCoHanbHbIX AaHHbIX NPU
nx obpaboTke B MHPOPMALMOHHBLIX CUCTEMAX NEPCOHANbHbLIX AAHHbIXY

e npukasa ®CHb Poccumn ot 10 uona 2014 r. Ne 378 «O6 ytBepxaeHun CocTtaBa M cogepxaHus
OpraHM3auMOHHbBIX Y TEXHWYECKUX Mep No obecneyeHnto 6e30MacHOCTU NepPCOHanbHbIX AAHHbLIX MPU
nx obpaboTke B MHPOPMALIMOHHBIX CUCTEMAX NMEPCOHANbHbIX OAHHbIX C UCMOMNb30BaHNEM CPEACTB
Kpuntorpadu4eckon 3awutbl MHOPMaUUKU, HeOOXOAMMbIX ANS BbIMNOMHEHMS YCTAHOBIIEHHbIX
MpaButenbctBoMm Poccuiickon Pepepauum TpeboBaHUM K 3aliMTe MNepPCOHarbHbIX AaHHbIX A5
Kakgoro M3 ypOBHEN 3aluuuieHHocTuy» (B cnydae onpegeneHus OnepaTtopoM HeobxoammocTu
MCNONb30BaHUSA CPeacTB  kKpuntorpadmyeckon 3awmtbl  mHGopmaumm ana  obecnevyeHus
©e30nacHOCTN NepCoHarnbHbIX JAHHbIX).

4.5.2. OCHOBHbIMM MeTod4amMu W crnocobamu 3awmuTbl UHGOPMAUMM B MHAOPMALMOHHBIX CUCTEMaXx
nepcoHanbHbIX AaHHbIX [lonb3oBaTtenen 4BMAKTCA MeTOAbl M CNOcoObl 3awuTel MHGOPMaUMKM  OT
HECaHKLUMOHMPOBAHHOIO, B TOM 4YUCME Cny4amHOro, [OCTyrna K MNepCoHarnbHbIM OaHHbIM, pe3ynbTaToM
KOTOPOro MOXeT CTaTb YHWUYTOXEHUE, W3MeHeHue, OnokMpoBaHMe, KOMMpPOBaHWE, pacnpocTpaHeHue
nepcoHarnbHbIX OaHHbIX, @ TaKKe MHbIX HECAHKLUMOHMPOBAHHLIX AEWCTBUMA (Janee — meTodbl U cnocobbl
3awwmTbl MHpopmauum ot HCL).

4.5.3. Bbibop n peanusauns meTogoB M cnocoboB 3awuTbl MHpopMmaumn Ha CanTe ocyllecTBnsieTcs B
COOTBETCTBMM C PEKOMEHOAUMAMMN PETYNATOPOB B 06nacTu 3awmTbl MHdopmauun — PCTIK Poccum n ¢Chb
Poccun, ¢ ydyetom onpegensdembix OnepatopoMm yrpo3 6e3onacHOCTVM NepcoHanbHbIX AaHHbIX (Modenu
yrpo3) n B 3aBUCUMOCTM OT Knacca MH(OPMaLNOHHOW CUCTEMBI.

4.5.4. BblbpaHHble U peanu3oBaHHble MeTodbl U Crnocobbl 3awmTbl MHopmauun Ha Cante [OMKHbI
obecneunBaTb HemTpanusauuo npegnonaraemblx yrpo3 6e30MacHOCTU NEepCcoHasnbHbIX OAHHBIX MPU KX
obpaboTke.

4.6. Mepbl 3awmTbl MHPOPMALMK, COCTABMSAIOLLEN NEPCOHANbHbIE AaHHbIE.

4.6.1. Mepbl no oxpaHe 6a3 gaHHbIX, COAepXallMX NepcoHarbHble AaHHble, NpuHMMaemble OnepaTopom,
OOIKHbI BKNtoYaTh B ceds:

e onpedeneHue nepeyHs nHopmaumm, CocTaBnstoLen nepcoHanbHble AaHHbIE;

e OrpaHudeHue JocTyna K UHopmaunn, cogepxallen nepcoHanbHble JaHHble, NyTeM YCTaHOBMEHUS
nopsigka obpalyeHums ¢ 3Ton nHdopMauuen n KOHTPons 3a cobnogeHnem Takoro nopsgka.

4.6.2. Mepbl N0 oxpaHe KoHMUAeHUManbHOCTM NHOPMaLMK NPU3HAKOTCA Pa3yMHO AOCTATOYHbIMU, €CIN:

® VCKMoYaeTcsa OOCTYN K NepCoHarnbHbIM JaHHbIM NOObIX TpeTbux nuu 6e3 cornacua OnepaTopa;

e obecneynmBaeTcs BO3MOXHOCTb WCMOMb30BaHWUA WHGOPMAaLMK, CcoAepXallerd nepcoHarbHble
OaHHble, 6e3 HapyLLIeHUs1 3aKoHOA4ATENbCTBA O NEPCOHaNbHbLIX AAHHbIX;

e npu paborte c [lonb3oBaTenem ycTaHaBNMBAETCs Takol nopsadok gencteui Onepartopa, npwu
KOTOpoM obecnevnBaeTcs COXPaHHOCTb CBEAEHUN, COoAepXallMx MnepcoHasnbHble AaHHble
MNonb3oBartens.

4.6.3. lMepcoHanbHble AaHHble HEe MOryT ObiTb MCMONb30BaHbl B LeNsX, NpoTMBopedawux TpeboBaHuaMm
defepanbHOro 3akoHa, 3allMTbl OCHOB KOHCTUTYLIMOHHOIO CTPOsi, HPABCTBEHHOCTW, 3[40POBbs, MpaB W
3aKOHHbIX MHTEPECOB APYruX N1y, obecnevyeHmnst 000poHbI CTpaHbl 1 6e30MacHOCTY rocyaapcTea.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce coTpygHukn Onepartopa, ocyuiecTensolmne obpaboTKy nepcoHanbHbIX AaHHbIX, 00s3aHbl
XpaHUTb TalHy O CBedeHusIX, codepXallux nepcoHanbHble [aHHble, B COOTBETCTBUMM C [lonoxeHuem,
TpeboBaHnsMK 3aKkoHoaaTenscTea Po.

4.7.2. Jlvua, BMHOBHble B HapyweHun TpeboBaHunm [lonoxeHus, HeCcyT MpegyCMOTPEHHYIO
3aKkoHogaTenscTBoM PP OTBETCTBEHHOCTD.

4.7.3. OTBETCTBEHHOCTb 3a CODOMIOAEHNE peXMMa NepPCcoHanbHbIX AaHHbIX MO OTHOLLEHWUIO K MEPCOHAaNbHbIM
OaHHbIM, HaxoasAwmMmces B 6asax gaHHbix CanTta, HeCcyT nuua, OTBETCTBEHHbIE 3a 06paboTKy NepCOHaNbHbIX
OaHHbIX.

5. 3aknuuTenbHbIe NONOXeHNA



5.1. B cnyyae nsmeHeHus OencTBylOLWEro 3akoHodatenbcTBa P®, BHeceHMs1 3MeHeHUA B HOpMaTUBHbIE
OOKYMEHTbl MO 3awuTe MepcoHarnbHbiX [AaHHbIX HacToswee [lonoxeHune [encTByeT B 4acTu, He
NpoTUBOPEYaLLen OENCTBYIOLLEMY 3aKOHOAATENbCTBY A0 NPUBEAEHNS €70 B COOTBETCTBUE C TaKNMMU.

5.2. YcnoBusi Hactosiwero lonoXeHus ycTaHaBNMBAKTCH, M3MEHSIIOTCA U oTMmeHsaTcs OnepaTtopom B
O[HOCTOPOHHEM Mopsigke 6e3 npeasBapuTenbHOro yBeaomneHus lNMonb3oBatens. C MOMEHTa pasmeLLeHust
Ha CainTe HoBOW pepakumm [lonoxeHusa npeabigyliasi pedakunsi cHMTaeTcsl yTpaTuBllen cBow cuny. B
Criyyae CyLIEeCTBEHHOro M3meHeHus ycrnosui Hactoswero CornaweHuns Onepatop u3sewaetr o6 aTom
Monb3oBaTtenen nytem pasmelleHms Ha Carite COOTBETCTBYIOLLErO COOBLLEHUS.

5.3. Ecnu lMNonb3oBaTenb He cornaceH ¢ ycrnoBuaMun Hactoswero MNonoxeHus, ToO OH AOMKEH HEMEeANEHHO
yaanute cson npocpune ¢ Canta, B NPOTMBHOM Cryyae MpPOAOMKeHue ucnonb3oBaHus [Monb3oBatenem
Cawrta o3Ha4aerT, 4to [lonb3oBaTenb cornaceH ¢ ycnosusiMm Hacroswero lNonoxeHus.



